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Abstract

Virtual machines play an important role in information technology today and they
will probably become even more important in the future. The conception and imple-
mentation of new or customized virtual machines is one of the big challenges of the
upcoming years.

Though it is easily possible to identify different functional units within a virtual
machine model (execution engine, loader/linker, security system, thread manager,
native device support, etc) most state-of-the-art VMs are implemented in a mono-
lithic way. That is, often individual components cannot be replaced without major
changes to the source code of other components.

The thesis will present a general virtual machine model with separated functional
components and will propose component interfaces with exact descriptions. These
interfaces will be used as the foundation of a generic framework which is intended
for the assembly of virtual machines from individual components.

Besides a thorough discussion of the framework it will also try to provide a “proof of
concept” by showing how a simple Java VM could be built by means of component-
based development.
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1 Introduction

Virtual machines (VMs) have gained a lot of importance since the basic concept was
first introduced in early systems like IBM’s “VM” (see [MD97, Cha89]) or the UCSD P-
System [Bow78|. Today, virtual machines are an omnipresent phenomenon and especially
for mobile code and heterogeneous distributed systems they play an important role. The
most popular and best-documented VM is undoubtedly the Java Virtual Machine (JVM)
[LY99, MD97, Ven99, Dal97| which provides the foundation for the Java programming
language and numerous technologies which are based on Java.! However, besides Java,
there are several other VM systems, like, eg, the “Dis” VM in the Inferno OS (see [WP97,
VNHO00] and [DPP*97]) or the VP (Virtual Processor) in Tao Systems’ Elate OS (see
[Tao00]; formerly named “TAOS”) which are very successful in their particular market
segments.

1.1 Problem Statement

A concrete implementation of a virtual machine model is a very complex piece of software,
and the design and implementation of a VM is a very labour-intensive undertaking (see, eg,
[WAU99, §1] “Building virtual machines is hard”). The majority of current VM implemen-
tations have a monolithic architecture [SGGB99, Har99]. The particular compontens of a
virtual machine, like the execution engine, the memory management, the thread schedul-
ing and the device support closely interplay with each other and it is not easy to cleanly
separate these components into independent modules [Ran99b]. This monolithic structure
makes it very hard to exchange single components of a VM. For example, it can be very
interesting to replace an interpreter-based execution engine by a recompiler-based one or
to change the implementation of a garbage-collecting memory manager. Such experiments
can yield very interesting results and can, eg, help to examine the influence of particular
components on the overall performance or suitability of a virtual machine.

In addition to that, virtual machines often need to be customized for new fields of ap-
plication (eg, for use in embedded devices). Today, even application-specific VMs are an
important topic [Har99, FPR98|. It would be an enormous development advantage if a
new VM could simply be assembled from a small number of appropriate components.
Most current virtual machine implementations do not offer this flexibility because they are
implemented in a monolithic way. A change in one of the components often implies changes
in other components and large portions of the VM source code have to be modified.

Though a VM undoubtedly can be split into separate components (see, eg, [MD97, Ran99a|
for the parts of the Java VM) these components are often not strictly separated in the ac-
tual implementations. For instance, it still poses major problems to replace the garbage
collection mechanism or the thread model of existing virtual machines. Even in public
domain / cleanroom implementations like Kaffe (http://www.kaffe.org) or Blackdown Java

1 This is also the reason why the Java VM will be frequently cited as an example throughout this thesis



(http://www.blackdown.org) the borderlines between individual components are not de-
fined accurately enough, so that existing modules can be easily exchanged.

The reason for the monolithic implementation approach can probably be found in the
manifold mutual dependencies between the particular components of a virtual machine.
For example, figure 1 shows the components of the Java Virtual Machine (as listed in
[MD97]) and some possible interactions between them. All runtime components interact
with the execution engine, which implements the abstract processor. This does not only
mean that their implementation code might actually be running on the VM execution
engine, but also includes other interactions such as JIT compiler support for garbage
collection (eg, [ADM98, SLC99]) and CPU time allocation for background compilation
(eg, [Har98, KGL100]). Besides that, there are various interactions between the individual
parts of the runtime system. The memory manager might need to access low-level memory
allocation functions via the native interface and it has to co-operate with the class loader
and the thread scheduler in order to allocate and release memory for class definitions and
to enable multi-threaded garbage collection. The class loader itself has to interact with the
security manager? in order to perform class verification and to determine the access rights
of a loaded class. The security manager reports access violations by throwing security
exceptions and therefore needs the support of the exception manager, and so on.

The VM model shown in figure 1 is not a general VM model and is only applicable to
the Java VM, however it is a good demonstration of the manifold interactions between
individual VM components (graphical presentation adapted from [Ran99b)).

Figure 1: The components of the Java VM and some of the interactions between them.

2class verification in the JVM is handled by the bytecode verifier, which is implemented as a component
of the class loader; however, from a strict point of view, this functionality actually belongs to the security
manager



1.2 Objectives

The objective of this thesis is to specify a general virtual machine model with accurately
defined interfaces for its particular components. The result of this work will be a complete
framework for the flexible and component-oriented implementation of virtual machines.
The first goal will be the identification of all self-contained parts of a VM. Once this is done,
a framework can be specified which can serve as a template for the implementation of future
virtual machines (see figure 2 as an example framework for the Java VM). The individual
interfaces can be implemented independently of each other. As long as an implementation
conforms to the predefined interfaces of the framework it should be no problem to exchange
it against another conforming implementation.

=

Green
Threads

Figure 2: A possible framework for the Java VM and some possible component implemen-
tations.

The above described flexibility should be available for all VM components and not only for
a small selection. Again the Java VM can be cited as an example: it is possible to replace
the implementation of the class loader [LB98] and the security manager, but ,for instance,
the garbage collection strategy is hard-coded into the VM. Blackdown’s Java VM for Linux
and Sun’s VM for Solaris support the alternative use of green threads and native threads,
but this is not yet a common feature of other VM implementations.

Besides the exchangeability of VM components such a framework makes another important
contribution: even if there are no existing reusable components and the VM has to be built

3



from scratch, there are at least cleanly defined interfaces which allow an easy definition
of self-contained work packages that can be solved by separate implementation teams.
So, another important final goal is a specification which can serve as an implementation
guideline and facilitates the team-based implementation of virtual machines.

Above all, the thesis tries to draw a generic picture of a VM which is not restricted to
common VM systems (such as the JVM or the Dis VM) but applicable to all types of VM.

1.3 Limitations

The analysis of existing virtual machines concentrated on imperative object-oriented or at
least object-based® virtual machines with fixed object types (ie, every object has a type
associated with it, and this type allows to trace all other objects it references).
Programming languages and virtual machines are conceivable, which do not fulfill this
requirement* and might therefore not be implementable within the proposed framework.

1.4 Comparison with other Approaches

There were already some research efforts which were heading into a similar direction but
only concentrated on particular aspects of the problem. For instance, the Portable Com-
mon Runtime (PCR) [WDH89] already defined interfaces for threads, I/O support, memory
management and incremental loading and linking. However, the actual objective of the
project was the improvement of inter-language interoperability and the approach did not
consider reflection and security enforcement.

Other papers concentrated on the partitioning of VM services for distributed virtual ma-
chines (eg, [SGGBY9|) and did not have a general framework in mind.

A lot of research has also been conducted in the area of meta-models for virtual machines.
This includes the Sceptre XVM (Extensible Virtual Machine; see [Har99]) and the VVM
(Virtual Virtual Machine; see [FPR97, FPR9S]).

A virtual virtual machine or meta-VM is a generic programming environment into which
VM definitions can be plugged in. That is, within a single VVM it is possible to execute
Java and Smalltalk bytecode at the same time, provided that appropriate definitions for
these two virtual machines are loaded into the VVM.

However, these approaches focus on meta-architectures for VMs and not on component
frameworks. The presented meta-VMs require a relatively complex hosting environment
for the definition of new VMs (eg, by so-called “VMlets” in the VVM, or by a kind of
VM description language in the XVM). A virtual virtual machine /VVM provides the
abstraction from the underlying operating system and hardware. The VMlet (or VM

3The Dis VM and the P-Machine are the only exceptions.

4Such candidates are, for instance, LISP- or Scheme-like languages where an expression like (+ 1 2)
can either be treated as a simple list with the symbols +, 1 and 2 or it can be evaluated as a function
expression.



definition) specifies a language-specific or application-specific front-end, like for instance,
a Smalltalk environment or some kind of processor emulator.

The approach presented in this thesis and the approaches for meta-architectures have very
much in common. Some of them are also component-based (eg, [Har99]) and have of course
the same need for accurately defined interfaces.

This thesis takes a more conventional and simple approach than most of the meta-architec-
tures. Depending on the implementation language, the individual VM components can be
simply linked to a complete application by a standard linker. Meta-architectures with their
VMlet interfaces or VM description languages may in some points offer more flexibilty, but
the efforts required in order to get to that point must not be underestimated. A meta-VM
requires a complete new environment for development and deployment and is naturally
even more labour-intensive than a regular “base level” VM.

Due to the large intersections between both approaches it is very probable that some of
the presented results are also interesting for meta-architecture approachs. In the VVM
and XVM the VMlets/VM definitions are merely responsible for defining the basic oper-
ations and primitives of the bytecode execution engine. Therefore, the interfaces between
particular runtime components are not as important as the general interface between the
execution engine and the remaining runtime services.

1.5 Outline of the Thesis

Section 2 discusses the properties of virtual machines which are relevant for the definition
of a framework and gives a brief overview of the particular virtual machines that have been
take into consideration. This section uses a prototypic view of VM components.

Section 3 evaluates which basic services the functional units of a virtual machine provide
and how they can be separated into components.

In section 4 a final framework with concrete interface descriptions for the components is
proposed. The functionality of the particular components is examined in greater details.
Section 5 shows how a Java Virtual Machine could be implemented inside the existing
framework. Final conclusions and an outlook to possible future work are presented in
section 6.



2 Examination Criteria and Considered Virtual a
Cc 1nes

In order to construct a generic VM model it is inevitable to have a look at a number of
existing virtual machines and extract their common characteristics. Virtual machines have
a quite long history (see section 1) and therefore one might expect to find plenty of material
on all kinds of VM systems. Unfortunately, this is not really the case. Many VMs date back
into the 60s, 70s and early 80s. All these systems once were very well-documented, but
most of these documents are not anymore accessible today. Almost all of the books about
early VMs are long out of print (such as [GR83]) and are very hard to find today. Among
these almost obliterated virtual machines are for example the famous UCSD P-Machine
[Bow78] and the EUMEL- Machine [Eng88] (which is closely associated with the EUMEL
OS and the Elan programming language, which were both developed by the GMD at the
end of the 70s).

But it is also hard to obtain information about certain modern virtual machines. Many
companies which use VM technology treat their VM model as a company secret. Therefore,
the VM specifications are either subject to non-disclosure agreements (eg, Tao Systems’
VP) or are completely unavailable to the public, such as Acucorp’s ACUCOBOL VM
(http://www.acucorp.com) or Cabot Software’s MPC (http://www.cabot.co.uk).

For further research the following five virtual machines were selected:

The Java Virtual Machine — JVM (see section 2.4.1)
The Dis Virtual Machine (see section 2.4.2)

The Virtual Processor (VP) (see section 2.4.3)

The Smalltalk Virtual Machine (see section 2.4.4)

The P-Machine (see section 2.4.5)

None of these VMs are similar in their structure and their features, so it is a very wide
range of different VMs on which all further examinations are based.

There is a number of criteria according to which these virtual machines can be examined.
The most important aspects are:

Computation model (see section 2.1)

Memory model (see section 2.2)

Besides that, there are also other characteristics that should be taken into account (for
instance, typed versus untyped instructions, direct support for object-oriented concepts
and multithreading). These other aspects are discussed in section 2.3.



2.1 Computation odels

Basically there are three different models of computation which can be used by a VM:

stack-based computation, register-based computation and memory-based computation.

The following paragraphs will briefly explain how these computation models work. Each

model will be illustrated by a short source code sequence which performs the calculation
(with , ,  being 32-bit integer variables).

211 Stack Machines SM

A stack machine performs all operations on an operand stack. All operands must be pushed
onto the stack before the operation can be executed. The operation removes the operands
from the stack and pushes the result back onto the operand stack. The result can be
popped from the stack or can be left there for subsequent operations.

This computation model has the advantage that the code is very compact and many in-
structions can be encoded in a single byte because the operand information is not embedded
in the instruction itself. Usually stack machines have additional “local variable” registers
which can be only used for load and store operations. Besides that, there usually a very
limited number of internal registers for storing the program counter and pointers to the
current stack frame and the top of the operand stack (see, eg, [Dal97, §2.1]).

Stack machines do not make any assumptions about the number of available registers of
the underlying native microprocessor. They can be implemented equally well — or equally
badly — on processors with a small or a large number of registers. Most real-world mi-
croprocessors have nothing in common with stack-based processor models. Only very few
microprocessors, such as the PSC 1000 by Patriot Scientific (see also [Ran99a]), implement
a stack computation model in hardware.

The Java Virtual Machine uses a stack-based computation model. The following listing
shows documented JVM code for the example calculation (see section 2.1):

Table 1: Example code for a stack machine — JVM

212 egister Machines M
The computation model of register machines very closely resembles that of most real mi-

croprocessors. A register machine has a fixed number of registers (which might also be
dedicated to certain types of data). All operations have to specify source registers which

7



contain the operands and a destination registers into which the result is to be stored. The
register numbers are encoded into the instruction itself. Therefore it is in most cases im-
possible to encode an instruction in a single byte. The implementation of register machines
can be problematic on some host architectures: some processors might have a smaller num-
ber of registers than specified in the VM, other processors might have much more registers
than needed by the VM. In both cases, an e cient implementation can be very di cult.

The two program examples show the code of the example calculation for the ARM RISC
processor [Jag96] (which is not a virtual machine but an exemplary register machine) and
in the assembly language of Tao Systems’ VP (Virtual Processor) [Tao00]:

Table 2: Example for a register machine (1) — ARM

Table 3: Example for a register machine (2) — VP

Though it looks like VP can solve the problem in a single instruction, it is of course split
up by the assembler into separate operations.

213 Memory Machines MM

Memory transfer machines [WP97] — or simply memory machines — work in a similar
way as register machines do. The only difference is that they do not use any registers
but always directly operate on memory locations. Memory machines combine advantages
of stack machines and register machines. Just like a stack machine, a memory machine
makes no assumptions about the register count of the host processor. On architectures
with many registers, it is possible to use these registers as a cache. Architectures with a
small number of registers can at least partially cache the memory contents in registers or
can alternatively use regular memory. The structure of a memory machine is still very
similar to the structure of a real microprocessor; there is no complicated stack-to-register
mapping as is required for stack machines (see [Ran98, §2.4, §4.6]).

The example shows assembly code for the Dis VM, produced by the Limbo compiler. The
code shows that the variables and are stored at offsets 40, 32 and 36 in the
current stack frame, the code also uses a temporary variable at location 44:

Table 4: Example for a memory machine — Dis VM




2.2 emor odels

Virtual machines can be interfaced with the real machine memory in different ways.
There can be either direct access to the memory or indirect access. Direct access means
that the virtual machine operates on real memory addresses. Virtual machines with direct
memory access can read and write a particular memory location, which allows for low-level
system programming but also bears an inherent security risk. VP and the P-Machine allow
direct memory access.

In virtual machines with indirect memory access the memory manager completely shields
the virtual machine from the real memory. That is, the VM either does not offer instruc-
tions for accessing real memory locations or it does not use real memory addresses. As an
example, the Java VM only operates on so-called “references” which refer to the memory
associated with an object. However, the reference is not necessarily a real memory address
(though, in some implementations it may be one), Sun’s classic JVM uses “handles” which
then point to the object’s memory [LY97].

Both direct and indirect memory models can be supported by a garbage collector [JL96]
which automatically reclaims unused memory. Functionality and implementation styles of
garbage collectors are discussed in greater detail in section 4.3.

2.3 Other Characteristics of irtual achines
There is a number of other features that a virtual machine can provide:

Support for Object Oriented Concepts

Some virtual machines only provide a processor model which is similar to that of a
real processor, whereas other ones are still object-oriented down at the lowest level.
Further on, a VM model will be considered object-oriented if it at least offers direct
support for classes , inheritance (with overridden methods) and “virtual” method
calls, ie, method invocations with dynamic method lookup.

Type Safety on Instruction Level

The execution engine of a VM may have substantially more information about the
data types being processed than a real-world microprocessor. Increased type safety
may be achieved by typed registers and/or typed instructions.

Support for Multithreading and Synchronization
Multithreading and synchronization can be supported to a different extent and by
different means.

Basic support for Unicode processing

Localization or internationalization of software becomes a more and more important
aspect of software development. As Unicode is a quite new technology it is only
supported by more recent virtual machines such as Dis and the JVM.

This also holds if the particular VM does not use the term class for this concept.

9



Based on these and other examinations it is also possible to make a statement about the
“abstraction level” of a virtual machine — which, of course, always remains a relative and
not necessarily objective measure.

A very high abstraction level can be observed with the Java and Smalltalk virtual ma-
chines: their processor model is object-oriented and has nothing in common with real
existing microprocessors, access to any physical resources in only possible through the
virtual machine.

Another important point is the self-containedness of the virtual machine. The question
here is, what belongs to the VM and what belongs to its surrounding environment — and
how cleanly are these things separated. It turned out that this actually an area where most
virtual machines are lacking (see 6).

2.4 Overview of the Particular irtual achines

Sections 2.4.1 to 2.4.5 give a brief introduction to the structure of the examined virtual
machines and also discuss any extraordinary features that the VMs offer.

241 The a a Virtual Machine VM

Due to its enormous popularity the Java Virtual Machine (JVM) is undoubtedly the best-
documented of all virtual machines [LY99, MD97, Ven99, Dal97]. The JVM is a stack
machine with additional registers (called “local variables”). The JVM provides an object-
oriented processor model which also includes exception handling. These features are im-
plemented at a low level in the machine model, ie, there are special machine instructions
for OO features and exception handling. The VM supports multi-threading and thread
synchronization with monitor locks and condition variables. An extensive security system
with a bytecode verifier controls access to the underlying hardware and OS. There is also a
reflection API and the possibility of dynamic class loading at runtime. However, dynamic
class loading and reflection are not implemented as low-level operations but are provided
by native libraries. That is, there are no JVM instructions which allow to control these
features. A similar observation can be made for multi-threading. The complete threading
API is provided by native methods and is not a real part of the VM specification. Only
instructions for thread synchronization ( / ) are a real part of
the instruction set.

A number of shortcomings can also be observed in the JVM. For instance, there is no way
of defining pre-initialized arrays of constants. The constant pool in the class files can only
store strings and primitive data types but cannot serve as a general data segment. There
is only limited VM-level support for handling arrays; arrays can only be e ciently copied
by using native (non-VM) methods.

10



242 The is Virtual Machine

The Dis VM [VNHO00, WP97] is closely associated with the Inferno OS [DPP*97], which
evolved from Bell Laboratories former “Plan-9” OS. The Dis VM uses an entirely memory-
based computation model. Basically there are only two registers, the module pointer

which points to global memory and the frame pointer ~ which points to the current stack
frame. All operands are either immediate values or memory locations which are addressed

through  or .

The Dis VM is not object-oriented but it offers support for abstract data types (ADTs).
However, it has instructions for dynamic loading of new modules ( ) and for creation
and finalization of threads ( / , ).

The rich instruction set of the Dis VM offers several groups of specialized instructions:
list processing ( ceny ceey , ), string processing ( , , , ,

) and synchronized inter-thread communication via so-called “channels” ( ey
/s )

The Dis VM model lacks a single-precision floating point type (which can be a problem
when large amounts of float have to be handled and double precision is not really necessary).

243 The Virtual Processor VP

In the early 90s the British software company Tao Systems Ltd introduced their heteroge-
neous multi-processor operating system “TAOS”. In order to achieve processor neutrality
TAOS used a portable binary code that was to be executed by the Virtual Processor “VP”
[Tao00]. VP code is highly optimized for e cient recompilation to the actual target pro-
cessor. TAOS was based on the concept of heterogeneous “processor pools”: whenever new
code had to be executed, a processor was selected from the pool and the VP translator
associated with that processor recompiled the code for that processor.

Today, VP is part of Tao Systems’ Elate OS which is mainly used for embedded devices.

Unfortunately, the VP specification is not publicly available, and without breaking non-
disclosure agreements, not many details can be revealed.

However, it may be said, that the VP uses a register-based computation model (which is
no surprise as it is optimized for easy retranslation to real microprocessors) with a small
number of type-specific registers for 32-bit and 64-bit integers, single and double precision
floats and generic pointers.

Executable code and its associated data are embraced in a so-called “tool” — which is very
similar to the object-oriented concept of a class. VP supports virtual method invocation
and dynamic tool/class loading (  / instruction) and support for method inheri-
tance ( ).

Probably the Dis VM is named after the god of the nderworld in the reek and oman mythology
in reek mythology Dis is better known as ades . The ity of Dis is the city of the damned and is
encircled by the river Styx which happens to be the name of Inferno s resource access and communications
protocol ; the final entrance to hell is surrounded by a one called Limbo which is Inferno s proprietary
programming language .

11



Memory management, multithreading and synchronization are not specified on processor
level and are handled through calls to library tools (eg, ).

With the “intent Java Technology Edition” (JTE) Tao Systems also provides a Java Virtual
Machine on top of VP — which is remarkable because in this scenario two () virtual
machines are between the Java application and the hardware; it is a VM in a VM

244 The Smalltalk Virtual Machine

When Smalltalk-80 [GR83] was introduced in the early 80s it was far ahead of its time. Not
only that is was completely object-oriented and had exact garbage collection, it was also
translated into machine-independent bytecode which is executed by a runtime interpreter
or dynamically compiled.

The specification of the Smalltalk VM can be found in chapters 28 and 29 of [GR83]. The
VM uses a stack computation model and performs almost all calculations by invocation of
a method. Therefore the instruction set can be divided into only four basic groups:

pushing/popping/storing object references
performing jumps and branches
invoking a method

returning a value from a method

Every Smalltalk object has a number of slots that can contain data (ie, instance variables)
or method pointers. In Smalltalk jargon a method or an instance variable is accessed by
“sending a message” to the object.

There are some “special” messages (such as , or ) and a number of “primitive”
methods (such as , and for objects, or for objects). Amongst
all considered virtual machines the Smalltalk VM probably is the “most” object-oriented
one: it has the purest object model and makes use of objects very consistently.

245 The P-Machine

Probably the first commercially successful virtual machine was the P-Machine, which served
as a platform-neutral runtime system for UCSD Pascal [Bow78]. UCSD Pascal was de-
veloped at the University of California at San Diego and was based on Niklaus Wirth’s
P2 and P4 Pascal compilers. The UCSD Pascal compiler generated machine-independent
intermediate code — the so-called P-Code. The P-Code could either be interpreted by the
P-Machine or recompiled into native code. Together, the P-Machine, the UCSD Pascal
compiler and a set of OS libraries were known as the UCSD P-System.
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The P-Machine was released in several different versions (1.1, 1.2, 1.3, II, IIL.1, II1.2, IV, V,
etc) which once were well documented but are no longer available or reconstructable today.
The P-Machine which is presented here is based on specifications taken from [WM92] and
[INAJ*81].

It must be noted, that the machines described in [WM92] and [NAJ*81] are not identical,
and probably neither of them is equivalent to the “original” P-Machine (though [NAJ*81]
is probably closer).

Though still a pretty modern piece of software in its time, the P-Machine was by far not
as advanced as the Smalltalk VM. The P-Machine was neither object-oriented nor did it
support garbage collection, multithreading, exceptions or dynamic code loading (except
for the initial loading of a program into the interpreter).

Like Smalltalk and Java, the P-Machine uses a stack computation model. Its instruction
set has the standard instruction groups for arithmetic, logic, comparisons, load/store, array

index calculation, branches/jumps and a instructions for allocating memory. The P-
Machine described in [NAJ*81] also has instructions for set operations (generate singleton
set— , set intersection — , set, union — , set difference — , test set membership —

). That specification also contains a number of primitive procedures for mathematical
functions and I/O (similar to the Smalltalk primitive methods).

2.5 Tabular Summar

Table 5 summarizes the general features of the examined virtual machines. A “ ” indicates,
that the functionality is fully supported, “ ” means that a functionality is not completely
implemented in the VM or provided by some VM-external library or service. If a VM does
not at all support a particular feature this is marked with “-”.

n his web pages for The SD P-System Museum http www.threedee.com cm psystem
John oust writes I asked Prof. irth if he still had the source code to any of these early Pascal
compilers. t first he said no . Later he found an old D -track mag tape with the source, but
we haven t found a way to read it yet...
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Virtual machine | JVM [Dis VM | VP | P-Machine | Smalltalk VM

Primary language Java Limbo C Pascal Smalltalk
Computation model SM MM RM SM SM
Memory model indirect | indirect | direct direct indirect

Garbage collection — —
Bytecode verifier — - -
OO support - -
Multithreading support -
Dynamic code loading -

Reflection - - —

Exceptions - - - _
Basic Unicode support — — _

!The Dis VM uses cryptographic signatures in order to verify the validity of unknown code.
2 ight now, Java has much more than ust basic  nicode support; earlier versions, however, needed
additional external support an  in order to be fully nicode-compliant.

Table 5: Features of the considered virtual machines.

Besides the standard instruction groups for arithmetic, logic, branching, and so on, most
VM instruction sets also offer specialized instructions for certain data types which are
characteristical for a particular VM. Table 6 shows these additional instruction groups.
It must be noted that the particular cells will only marked “ ” if there are actual VM
instructions available for the functionality; for instance, Java does not have support for
reflection on instruction-level and is therefore marked “-”.

“Inter-thread communication” means a safe way of transmitting data from one thread to
another (Java’s / s are a good example).
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VM | JVM | Dis | VP | P-Machine | Smalltalk

Memory allocation -

Array processing -

List processing - - - _

Set processing - - - —

String processing - -

Exception handling - - _ _

Thread control - _ _

Synchronization - -

Inter-thread communication - - -

Virtual method invocation - -

Object access - - -

Typechecking - -

Dynamic code loading -

Reflection — - - -

1Set instructions are only listed in J )
2In the Dis VM channels are used for synchroni ed inter-thread communications.

Table 6: Special instruction groups.
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e aration of Virtual ac ines into Inde endent
Com onents

In order to create a generic framework for the implementation of virtual machines, the
virtual machine model will now be separated into — relatively — independent components.
VM components will always have to use services provided by other component, so there
can never be an absolute independence.

Splitting a virtual machine into separate components is to some degree a very arbitrary
process. There are many different ways of how this can be done, and for all these ways
there may be conclusive reasons.

Therefore the components and interfaces listed in section 4 can only be proposals, and do
not claim to be the one and only way of defining VM components. Sections 3.1, 3.2 and
3.3 present reasons which motivate and justify the chosen design.

3.1 esi n Philosoph for the ramewor

The main design principle of the framework is to provide an open and flexible specification
which lets enough room for different types of virtual machines and does not impair the
development of VMs due to over-specification.

In particular, this means:

No assumptions are made about the concrete structure of a virtual machine, ie, the
suitability of an interface should not depend on a certain type of implementation (eg,
register machine with garbage collection).

Only those interfaces appear in the specification which need to be accessed by other
components. “Internal” data structures are not listed.

Some interfaces are intentionally left empty. That is, the developer has to provide
suitable implementations for them but must define all attributes and methods himself.
However, the interfaces are necessary for passing around these abstract data items
within the framework.

The interfaces also do not stipulate complete class hierarchies. Definition of sub-

classes is in the responsibilty of the implementor — and is very likely to be required

for an operational VM. For instance, the security interface defines only a base class
, but no subclasses (as can be found in the Java security library).

Whereever possible, functionality is specified in a way which makes use of other
services as little as possible. For instance, security violations are not signaled with
exceptions but by returning booleans, as a particular VM might not support excep-
tions.

16



Another important design principle for the framework is to minimize calls to other com-
ponents and to ensure that a component can be completely implemented by only using
(a) calls to other components in the framework and (b) calls to the underlying operating
system.

All VM components are interfaced with the OS on one side and with the other VM com-
ponents on the other side (see figure 3). The framework described in section 4 only defines
the interfaces between the particular VM components and not the interface to the OS.

In addition to all that, functionally related services should go into the same component (eg,
the Java bytecode verifier and the security manager would go into the same component,
though they are located in different modules of the Java runtime system).

Interfaces towards
other virtual machine
components (within
the framework)

Interface to low-level
operating system
functionality (outside
the framework)

Figure 3: Interfaces towards VM and OS (example: JVM memory manager).

3.2 Anal sis of Services in xistin irtual achines

Intuitively it is possible to identify certain related services in a virtual machine, but in
order to obtain a complete view of things a couple of VMs have been examined for possible
component candiates (see section 2). Because of its rich documentation (see section 2.4.1)
the Java Virtual Machine will play an important role here.

Unfortunately, [LY99] does not explicitly define the particular compontents of the JVM.
However, the specification makes implicitly clear what functional units will be needed for
a JVM. In [MD97, chapter 3] the components of the JVM are summarized as follows:

Execution engine

Memory manager

good example for an S interface is the Java ost Programming Interface  PI; mentioned, for
instance, in L . It is part of the Java porting layer and only accessible to Java source licensees;
however by issueing the following I command in the JD base directory it is possible to get a fair
impression of how the PI looks like
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Error and exception manager
Native method support
Threads interface

Class loader

Security manager

For a more detailed picture it is necessary to examine which services each of these compo-
nents actually provides:

The execution engine forms the “heart” of the JVM; by executing the instructions
from the bytecode stream it provides the actual processor emulation.

The memory manager is responsible for memory allocation and automatic garbage
collection.

The error and exception manager performs exception propagation and catches ex-
ceptions; it also manages the data structures which are necessary to do this.

The native method support allows the implementation of functions that cannot be
performed inside the VM itself; it interfaces the JVM with the C and C program-
ming languages.

The threads interface enables multi-threading and takes care of the thread scheduling
and the management of thread-related data structures. To a certain extent it also
provides synchronization mechanisms and inter-thread communication.

The class loader provides dynamic class loading and links new code with already
loaded code. It is also responsible for resolving symbolic data from the class files into
runtime data structures and performs Java’s bytecode verification.

The security manager checks permissions for critical functions. From JDK 1.2 on-
wards it also maintains s and does stack frame checking (

)

Some services are actually misplaced a little bit:

Bytecode verification is a security issue and is therefore a function of the security man-
ager. The propagation and handling of exceptions is actually part of the code execution
and should therefore lie in the responsibility of the execution engine (in addition to that,
exceptions are not necessarily an essential VM concept).

For distributed JVMs the scenario might look a little bit different. In [SGGB99] the authors
suggest additional separate services:

Verification
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Remote monitoring

Compilation

Separating out these services is very specific to distributed virtual machines (eg, because
an embedded device might not have the resources to perform bytecode verification and
might therefore pass this task to some other machine in the network). Except for remote
monitoring the listed functionality can be placed in the security manager (verification) and
execution engine (compilation).

At least as a language feature the Java VM also supports reflection. This is not part of the
actual VM specification (as it is provided by native methods in the class library), but this
important functionality must definitely be considered. The Smalltalk VM also supports
reflection through its purely object-oriented model.

Thus, a reflective system should be added as a further component of virtual machines.

The other virtual machines — Dis VM, VP, and P-Machine — do not state any specific group-
ing into functional units in their specifications. However, none of them offers additional
services which are not covered by the above list.

3.3 Proposed eneral irtual achine Components

The services which were identified in section 3.2 can be regrouped into functionally secluded
modules shown in table 7. The table also lists additional responsibilities, such as the
definition of stack frame and object format. Section 4 describes the components in more
detail.
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Component H Responsibilites

Execution Engine Execute code / emulate processor

Perform exception propagation, catching and management
Provide low-level language safety (eg, type and array check)
Define stack frame layout

Memory Manager Allocate and deallocate memory

Perform garbage collection (if supported)
Finalize objects

Define object memory layout

Link Loader Enable dynamic class loading

Link new code with already loaded code

Resolve symbolic references to runtime data structures
Provide binding and lookup of symbolic references
Manage namespace(s)

Thread System Enable multithreaded program execution

Allow creation and management of threads

Manage thread scheduling

Provide mechanisms for thread synchronization
Provide mechanisms for inter-thread communication

Security Manager Check access permission for resources
Perform stack traversals for security context checks
Verify incoming code

Native Support Allow access of functionality outside the VM
Define calling and naming conventions for native code
Reflective System Enable reflection and reification

Table 7: Proposed virtual machine components and their responsibilities.
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ro osed Com onent Interfaces

Based on the analysis in section 3.2 and the proposals from section 3.3 there are seven com-
ponents, each of which defines one or more interfaces. Each component has one “main” in-
terface and possibly additional helper interfaces. The “component interface” is the entirety
of all interfaces: the main interface plus any additional interfaces. The seven component
interfaces are named processor interface, memory interface, linkloader interface, thread in-
terface, native interface, security interface and reflective interface. It is not always the case
that the name of the overall component interface corresponds with the name of its main
interface (eg, the main interface of the processor component is called

and not )

The framework itself requires additional interfaces in order to allow communication be-
tween the VM components.

Figure 4 shows a simplified overview of the framework with some possible component im-
plementations. The figure uses the OVAL notation (see [Ran00] or (http://oval.ac); the
diagram is simplified in several aspects: actually there is more than one interface per
component, and of course these interfaces have more or less than five methods).

The interfaces are specified in the Interface Definition Language (IDL) which is defined
in [OMG99, chapter 3]. For most common programming languages an IDL mapping is
available, thus the framework can be implemented in almost every major implementation
language.

Every section on a particular VM component (4.2 — 4.8) begins with a more detailed
analysis of the required functionality and ends with the IDL source code for the interface
specification. For sake of brevity, the necessary forward declarations and s have
been omitted from the IDL code. The IDL code contains documenting comments, but the
key functions are also separately described in the accompanying full text.

Except for s (which are considered immutable) all non-primitive IDL parameters
are passed in mode, that is, a function may modify an object which it gets passed
as an argument (if the object allows such a modification).

Though IDL supports Unicode strings with its type, regular 8-bit strings are used
in the IDL files. In most implementation languages (eg, C) Unicode strings still require
additional libraries or are likely to impose an overhead on string operations. However, the
8-bit entities which are stored in IDL s are considered to be in UTF-8 encoding,
which guarantees that no Unicode information is lost.

Almost any of the listed functions may be left unimplemented for a concrete component im-
plementation. If certain functionality is not applicable to a certain VM, the corresponding
functions should just silently return. A component must always be prepared to get a null
pointer / null reference from another component when certain information is not available.
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Design inspirations were found in the following sources:

Processor: [LY99, Lia99]

Memory: [LY99, VNH00, JL96, AAB*00, WG98, ADM98, Age98, WDHS89|
Linkloader: [LB98, VNH00, HO91, Fre96, DSS90]

Threads: [LY99, VNH00, AAB*00, LB96]

Native: [Lia99, GR83, NAJ*81]

JIT Compiler ¢
: P . Interpreter __.
" . e
] g .
malloc/free : B “,v‘
Memory Manager R Recompiler
H = h »
. :
*

Exact Hybrid *,
Garbage Collector™, !

. . Dynamic
Processor 4 Class Loader
Interface

Conservative

Mark & Sweep Memory Load/Link
Garbage Collector Interface Generic Interface ]

. Vlrtual MaChlne Native Threads
Framework
Sandbox .
Security Manager*™ Security Thread
Interface

"Green" Threads

¢’ Interface
E "‘

Local Security
Manager

Native Reflective
Interface Interface

Reflection System

C/C++ Interoperability
Support

Figure 4: A Generic Virtual Machine Framework with possible implementations.
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Security: [LY99, Ven99]
Reflection: [GR83, AGH00, LY99, KG96, GK98, Gol97]

4.1 ramewor ana ement

Components inside the framework must know about each other and the framework must
provide functions which allow to locate a particular component. The framework is the
entity which holds all components together and is also the main means of communication
between the particular components.

411 e uired unctionality

The framework defines the common communications interface ( ) and
the base interface for all VM components ( ). It also
provides a general interface for error handling ( ) and the type
(which is necessary, because IDL does not allow s as return types; see [OMG99,
§3.12)).

For general communication within the framework at least the following functions are re-
quired:

Starting the framework (with optional arguments)
Shutting down the framework

Locating a particular component within the framework
Replacing a particular component

The latter function gives the possibility to change a component during runtime. In order
to implement this functionality in a consistent way, the components need additional func-
tions. Besides initializing a VM component ( ) there must also a way to shut
down a single component. As other components might depend on that component the
component may also refuse to shut down. It can do this by simply returning when
its function is called. A component is also notified when the framework
wants to replace another component in the framework ( ) and
when such a replacement is actually carried out ( ). Just like refusing
its own termination a component can also object to the termination of another component
on which it might depend (by returning as response to the change request).

The interface also defines functions for obtaining a general in-
formation string (eg, with a version identification) and for querying the error status of a
component.

The dynamic replacement of VM components has not been tested yet and it might turn out that there
are more interface functions necessary to fully enable this functionality.
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4.2 xecution n ine

Probably the most important part of a virtual machine is the execution engine, though it
requires a lot of support from other VM components in order to be of any use.

The execution engine can be implemented in many different ways, which makes it hard
to define a common interface for it. The processor interface is therefore only very loosely
specified.

421 Processor Implementation in Existing Virtual Machines

There are at least three different ways of implementing the execution engine of a virtual
machine (see, eg, [Ran99al): pure interpreters, interpreters with JIT compiler support and
pure recompilers (either JIT or “ahead of time”). For the Java Virtual Machine all three
types of implementation can be found. The Dis VM strictly uses either the interpreter or
recompiles a module ahead of time — depending on the module’s _ . Completely
recompiler-based is the Virtual Processor: for each target microprocessor there is a “VP
translator” which compiles the VP code to native code.

A look into the original Smalltalk-80 documentation [GR83], tells the reader that Smalltalk
has an interpreter and a compiler, but things are not always what they look like: Smalltalk
uses either a source code () interpreter or a bytecode interpreter which executes compiled
source code; the Smalltalk compiler compiles source code to bytecode, not bytecode to
native code. Later Smalltalk systems also added the possibility of native compilation.
Though most implementations of the original P-Machine were interpreter-based, also a
couple of recompiler-based implementations existed (eg, [CY78]).

422 Program Execution Control

The framework does not assume that the execution engine is implemented in a particular
manner, it may even be a hybrid implementation like an interpreter plus a JIT compiler.

A very flexible design for invoking code, which also allows for interoperability between
interpreters and compilers, is the concept of “invokers” which is briefly mentioned in [Yel96]
and also appears in some places in [LY99]. For executing a method not only the method’s
bytecode (and maybe some other runtime data structures) is required, but there is also the
need for a so-called “invoker”. The invoker contains code and data which is required to
transfer control from the caller to the callee — which can be quite complicated, for instance
if the caller is recompiled and the caller is interpreted (in old Java VMs, for instance, there
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are additional problems like mixed-style JNI/NMI native methods, etc).

The invoker contains information about how a method is executed: for example, by regular
or “virtual” method invocation. But there are much more different invokers conceivable.
The Virtual Processor, for instance, has different method invocation styles which control
the dynamic loading of the required “tool” (for information on VP see section 2.4.3).

For the virtual machine framework the invoker concept has been included as

interface in the _ component. Control can be transferred in
two different ways: there is a “bootstrap” call ( ) which is only called once when the
execution engine is started (it is similar to the method in C, C or Java).
The generic method takes a , an object and
a (for arguments, including an optional “this” reference) as parameters and
returns a object.
is a generic interface for runtime data structures (such as method blocks)
and the interface encapsulates a piece of memory which stores an object. These

structures are described in section 4.4 and 4.3.

423 Stack rame unctions

Another important responsibility of the processor interface is the definition of the stack
frame layout. The actual layout of a stack frame is hidden but the interface must allow
other components to perform certain operations on a stack frame: backtracking to the caller
stack frame ( ), getting a memory reference for a particular stack frame
( ) together with the type information for this frame ( ) and obtaining
the security context of a frame.

Memory reference and type information are required by the memory manager (section 4.3),
the security context might be inquired by the security manager component. As already
pointed out, the latter three functions might also not be implemented at all (and silently
do nothing).

424 1 Speci cation
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4.3 emor ana er

The memory management of the considered virtual machines basically falls into two dif-
ferent categories: automatic memory management (ie, garbage collection) or the classic
malloc/free memory management. While the classic approach can be boiled down to the
three basic functions , and , automatic memory management requires
a number of additional helper functions, depending on what type of garbage collection
algorithm is used.

A VM framework must provide a generic superset for all types of memory management
strategies, ie, every strategy should be implementable within the framework.

While memory management with the classic malloc/free style requires a only a very simple
API, garbage collection algorithms require different levels of support. Conservative garbage
collection [JL96, BW88]| (as opposed to exact garbage collection [SLC99, ADM98, WG98])
requires the smallest amount of support. A conservative garbage collector only guarantees
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that it will not remove objects which are still referenced. However, it does not guarantee
that all objects which are not referenced any longer will eventually be garbage collected.
That is, there might still be minor memory leaks in such a system.

The classic JVM (as used until JDK 1.1) had a conservative garbage collector, and under
certain circumstances failed to reclaim unused memory.

As a conservative garbage collector does not necessarily have type information and infor-
mation about which memory cells contain pointers and which contain data, it must assume
that any value that is a valid address of an object on the heap is indeed an object reference.

If exact garbage collection is required, additional information must be passed to the memory
manager. It is no longer su cient to pass the size of the requested piece of memory when
new memory is requested. Every allocated piece of memory must also have a type assigned,
which allows the garbage collector to determine where pointers to other data are located.
The Dis VM and later Java VMs (such as the EVM [WG98], which is incorporated into
the Java 2 SDK for Solaris) support exact garbage collection. Both VMs use pointer maps
(or reference maps) that indicate which words within an object reference other objects.

Both, conservative and exact garbage collection can be implemented in different ways.
The most common approach is so-called “mark sweep”, but there are also systems that
use reference counting or a hybrid solution of both approaches (see [JLI6] for detailed
information on the algorithms).

Reference counting has its problems (for instance, reclamation of cyclic data structures)
but in combination with other mechanisms it absolutely makes sense. The Dis VM, for
instance, uses reference counting as its main GC algorithm and occasionally cleans up
cyclic garbage by an additional mark sweep [DPPT97, HW9S].

In reference-counted systems not only the memory allocation as such, but also all pointer
manipulation operations require interaction with the memory manager. As the memory
manager maintains the reference count (RC) for all allocated objects, it must also provide
functions for adjusting the counters.

Section 4.3.1 gives an overview of the memory management functions of the considered
virtual machines.

431 Memory Management Operations in Existing Virtual Machines

Table 8 shows the memory operations which are supported by the considered VMs:
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VM H Instruction Effect

JVM new allocate memory for an object
newarray allocate memory for a primitive array
anewarray allocate memory for an object array
multianewarray | allocate memory for a multidimensional array
Dis VM new allocate memory for an object
newz allocate memory for an object and set all cells to 0
mnewz allocate memory for an object from another module
newa allocate memory for an array
newaz allocate memory for an array and set all cells to 0
movim copy memory (memcpy)
movmp copy object; corresponds to
movp copy pointer; corresponds to
frame allocate new stack frame for local call
mframe allocate new stack frame for inter-module call
VP malloc allocate generic memory (standard C library call)
realloc reallocate generic memory (standard C library call)
free free generic memory (standard C library call)
P-Machine new allocate raw memory
Smalltalk VM || new allocate memory for an object or array

Table 8: Memory-related virtual machine instructions.

The Dis VM uses both reference counting and mark sweep and therefore needs a large
number of operations dedicated to memory management. Memory can only be addressed
indirectly through the frame pointer FP (local variables) or the module pointer MP (global/
static variables). The Dis VM does not shield the applications from the implementation
of the memory management, whereas, for instance the JVM memory operations remain
completely neutral versus the implementation of garbage collection. If the JVM was to
be implemented with additional reference counting support, this functionality would go
into JVM instruction like (increase RC) or (decrease RC). However, the JVM
uses pure mark sweep and therefore these instructions do not have any overhead for RC-
adjustment. The disadvantage is that the mark sweep garbage collector has to do a lot
more work and will take much longer than the mark sweep in the Dis VM.

The VP specification actually does not contain any memory management. VP completely
relies on native library functions such as and

Both the P-Machine and the Smalltalk VM only contain a single memory allocation opcode
and implicitly assume that all unused memory is automatically garbage-collected (by

a garbage collector which needs no additional support).

While the Smalltalk VM indeed has a garbage collector, this feature is actually missing in

most implementations of the early P-Machine. The P-Machine assumes that the program-

mer does not recklessly allocate new chunks of memory and that once all data structures are
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allocated no more new memory is needed. Of course, this assumption fails for long-running
applications such as server processes.

432 e uired Memory Management unctions

In order to support VMs which use a direct memory model, there is a need for a function

that directly allocates and frees a piece of memory (called and in the IDL
code). VMs which directly use standard C library functions also require to shrink or enlarge
an allocated block ( )

For reasons of e ciency there should be also a function for fast copying of memory; there
is a low-level function which does not adjust any GC-related information ( ) and a
high-level function ( ) which, eg, adjusts reference counts.

In contrast to the standard C library functions, which only take the size of the requested
memory, the interface functions also require the type information for the memory. The
IDL code specifies the type information as an abstract data type ( ), this data type
can, for instance, be implemented as a descriptor string (like used in the JVM) or as a
binary descriptor with a pointer map (used by the Dis VM). VMs that do not make use

of garbage collection can simply pass a generic type information (eg, “ ”). Arrays
can be handled in two different ways: either the argument of the call
defines the size (which requires contiguously allocated arrays), or the size is encoded into
the type information and the argument is always 1 (or even ignored). In any case

the implementation must be consistent.
All the general allocation and management can be accessed through the interface

A piece of memory which is used to store an object or some other data is represented by
the interface

Virtual machines that use reference counting require additional support. The Dis VM,
for instance, encapsulates the updating of reference counters in the instructions and
. The functionality of is covered by the interface function . The
instruction copies a pointer and adjusts the reference counts of the involved objects.
It does not make sense to include such a function in the interface of the memory manager,
because object pointers are not necessarily located in memory but could as well be stored
in a processor register (for the Dis VM it makes sense because it is implemented as a
memory machine; see sections 2.1 and 2.4.2). Instead of a compound pointer manipulation
function the interface contains explicit reference counting functions ( and )-
VMs with a direct malloc/free memory model or merely conservative garbage collection
must a least be able to determine the size of the memory block ( ); when support
for exact garbage collection is required the type information (as required by the garbage
collector) needs to be associated with a block of memory ( ). The inter-
face allows a traversal of all pointers within a piece of memory ( ,
).
As for memory allocation, malloc/free-style memory managers can always return a generic
dummy type information.
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Mark sweep garbage collection is supported by the and functions in the

interface.
Finally, the interface provides a functions which actually starts the garbage
collector ( ). If required, this function can also be started in a separate thread.

A very important point in garbage-collected memory systems is the finalization of certain
objects. Objects which contain references to external resources, such as file handles or
graphics contexts, need to be finalized in a way which releases the referenced resource. For
this purpose, the interface provides the call , which
allows to register a finalization method (or more general: finalization code) for a certain
object. In fact, finalization is not very often used directly, but still is an essential fea-
ture; the importance of finalization is aptly described in [WDHS89, §3.3.2]:

R

All memory operations must be handled via the interface functions. This includes also the
allocation of new stack frames. For example, the Dis VM uses the same type descriptors
for stack frames as for objects. Other type descriptor systems can be easily extended for
stack frames.

Section 5.3 shows how a simple mark sweep collector could be implemented with the
framework.
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4.4 Lin Loader

Executable application code is represented and handled differently in the considered virtual
machines. Only the early P-Machine does not support loading and linking at runtime, all
other considered VMs allow dynamic loading and linking.

Still there is considerable difference in the abstraction level on which application code
is presented in the particular VMs. The Java and Smalltalk VMs use a very high-level
bytecode, which is essentially a more machine-readable transformation of the source code
(indeed, the bytecodes of Java and Smalltalk can be considered object-oriented machine
code). For this reason, these VMs have to work with a lot of symbolic references which
need to be resolved at runtime.

The Dis VM and the Virtual Processor VP are more like variations of real-world micropro-
cessors and are roughly positioned on the same abstraction level as, for instance, SPARC or
Intel x86. The Dis VM uses “link items” which associate a symbolic name with a function
entry address and a pointer map for the stack frame layout.

441 oading and inking in Existing Virtual Machines

Except for the P-Machine, all discussed virtual machines support dynamic loading and

linking.

The Dis VM allows dynamic loading of modules with the instruction. returns a
“linkage descriptor” which is required to allocate data structures ( ) and call functions
( , ) which are defined by that module.

In the J VM dynamic class loading is provided by the standard libraries (

and its subclasses) supported by appropriate functions in the runtime system; there
is no direct JVM instruction which triggers loading of a new class.
Dynamic loading in the Virtual Processor is handled by the same instruction which is re-
sponsible for method invocation; this instruction has the capability of dynamically loading
the “tool” which provides a certain method; infrequently used tools can even be automat-
ically unloaded after use.

Virtual machines can pursue different strategies for loading and linking. Most JVM im-
plementations, for instance, use “eager” loading and linking. This means, when a newly
loaded class refers to other not yet loaded classes, the loading of the referred classes is
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triggered as well. Therefore, all classes in memory are always completely linked and re-
solved! .

When memory is in short supply a virtual machine might choose a “lazy” loading and
linking scheme, where unresolved field and method references are not resolved before they
are accessed. Indeed, modern VMs like the Jalapeno VM already make use of genuine lazy
loading.

An implementation framework for virtual machines cannot decide in advance, which load-
ing scheme will be used and therefore must provide support for both.

442 amespaces

While in virtual machines which more resemble real microprocessors (such as the P-
Machine) the concept of a namespace is barely present — because these VMs operate on
numeric data instead of symbolic references —, higher level VMs clearly support the concept
of namespaces.

A virtual machine can have one flat global namespace or can support nested hierarchical
namespaces. Basically, hierarchical namespaces can be converted into flat namespaces by
introducing something like “fully qualified names”. For instance, in the Java VM a class
establishes a namespace, and a method signature is always unequivocal within a particu-
lar class. However, if fully qualified names (like, eg, ) are
used, the particular class namespaces can be united into one global namespace.!* Similarly,
the Dis VM treats modules as namespaces; fully qualified names consist of a module name
and an item name within that module (eg, ) [Ker00]. The Inferno OS, which
is running on top of the Dis VM, provides additional hierarchical namespaces [Sha99].

In many cases, hierarchical namespaces can be managed more e ciently because the names-
paces tend to be smaller. It is easier to find a certain method within the namespace of a
class, than to find it in one global namespace.'?

The proposed virtual machine framework supports lookup and binding of symbols in a flat
global namespace as well as in namespaces which are defined by other resolved entities.

443 e uired oading and inking unctions

Two important data structures are defined by the loading/linking component:
and . Both of them need need to be given a concrete implementation by the
VM implementor, the framework does not stipulate how these data structures must look

1 owever, this can also have quite undesirable e ects with the I command line

2 11
it is possible to determine, how many classes are loaded during the execution of a Java program. larmingly,
this yields a class count of for a simple ello orld program under JD . . -L for Linux

11 ctually, this is not the complete truth as class names need only be unique within the namespace of a

class loader and di erent class loaders can define di erent classes sharing the same name see, eg, L
12 ven if hashing is used, a large shared namespace has a higher probability for hash collisions than a
small one.
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like.
is a symbolic reference to some kind of runtime entity, eg, Java method sig-
natures or VP tool names are such symbolic references. A simple implementation of the
interface could indeed be a string variable.
is a runtime data structure in its final resolved form. Java method blocks /

- structures or Dis _ s are good examples. All runtime data struc-
tures — no matter whether they contain information about classes, methods, procedures,
fields or constants — are treated as s. A concrete implementation of a VM

has to provide its own fields and accessor methods for operating on these items.

In its simplest form, a resolved item can be found by looking up its descriptor with the

function. As the framework also supports hierarchical namespaces, it is also pos-
sible to lookup a descriptor in the namespace which is defined by some other resolved
runtime item ( ). Of course, there are also and functions, which
allow to associate a runtime data structure with a certain descriptor. A descriptor is
considered unresolved when it is known to the linking system, but no is
associated with it; with the flag set can define unresolved descriptors, or
they can be intentionally created by using with a null reference/null pointer.

Within the VM framework the units which are loaded into the system are called “modules .
A module can be a VP tool, a Java class or a Dis module, for instance. Modules are simply
referred to by their module name.

The function loads and links a new module into the system, with

additional initialization can be performed (eg, Java static blocks). performs
a “hard unlink [HO91], that is it removes a module completely from memory, possibly
leaving unresolved or dangling references behind. This should only be done, when it is
really safe to do so, which can be determined with the function . When it is not
possible to find out to which module a certain descriptor belongs, this can be found out
with the function.

The remaining functions of the interface allow inquiries about loaded modules, and resolved
or unresolved descriptors.
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4.5 Thread S stem

Support for concurrent program execution and synchronized access to shared data struc-
tures is an essential demand to every modern programming language. In virtual machines
this demand can be addressed in different ways. The classic P-Machine is the only VM
that does not consider the multi-threaded execution of programs. The Virtual Processor
(VP) and the VP-based Elate OS claim to be multi-threaded, but in the instruction set no
MT-related instructions appear.!?

The JVM [LY99], Dis VM [VNHO00] and Smalltalk VM [GR83] approach the problem of
multi-threading from different sides and to a different extent.

451 Thread-related unctions in Virtual Machines

On instruction set level the Java Virtual Machine only supports synchronization (via moni-

tors). The JVM instruction set provides the instructions and .

In the class file format there is also an - flag which synchronizes an en-

tire method on its object. Besides that, multi-threading facilities are provided by the

standard classes (starting, interrupting and joining a thread; stopping

and suspend/resume are deprecated and will no longer be supported in the future) and
(classic condition variable (CV): wait and notify).

The Smalltalk VM only supports multi-processing (ie, processes, not threads) and provides
special primitives for suspending and resuming a process and for semaphore operations
[GR83, §29].

In the Dis VM [VNHO00] multi-threading and synchronization is handled somewhat dif-
ferently. There are instructions for starting ( , ) and terminating ( ) a
thread but synchronization is exclusively addressed by so-called “channels (see [Ker00]
for a programming example).

13 or non-customers of Tao Systems there is only limited information on VP and late available. Tao

Systems provides the VP eference Manual to interested parties on a non-disclosure basis, however this
manual only provides an instruction reference from an assembly programmer s point of view and does not
reveal too much information about the inner workings and implementation of VP.
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A channel is a means of communication between threads, similar to a named pipe. The
Dis VM provides instructions for creating new channels which can transmit a certain

type of data (eg, or ). Additional functions such as (alternate be-
tween commmunications and (non-blocking ) allow to realize something like
Java’s / / . The classic synchronization mechanisms (monitor,

semaphore, CV, etc) can be implemented with channels, though not always e ciently
(there is a considerable overhead involved, when a simple monitor lock is implemented
with a heavyweight data structure such as a channel).

Table 9 shows an overview of thread-related machine instructions.

JVM monitorenter Get monitor lock
monitorexit Release monitor lock
Dis VM spawn Spawn new thread
mspawn Spawn new thread in another module
exit Exit thread
Newc... Create new channel
send Send to a channel
recv Receive from a channel
alt Select a channel from a list of ready channels
nbalt Non-blocking
Smalltalk VM || Process suspend | Suspend a process
Process Resume | Resume a process
Semaphore wait | Enter a semaphore
Semaphore signal | Leave a semaphore

Table 9: Thread-related machine instructions in selected virtual machines.

452 Synchroni ation in Virtual Machines and Operating Systems

It is not easy to define an all-embracing universal interface for the various existing synchro-
nization mechanisms [LB96]. The JVM, Dis VM and Smalltalk VM support synchroniza-
tion in different ways, whilst the P-Machine does not have support for multithreading at
all. The the documentation of the synchronization mechanisms for the Virtual Processor
is not publicly available.

Besides the synchronization mechanisms used in the JVM, Dis VM and Smalltalk VM there
are other common mechanisms which appear in the POSIX and Solaris threads API [LB96,
§5]. These mechanisms are also taken into account here, because future VMs might require
these mechanisms. Table 10 shows these synchronization mechanisms and the systems

(OS/VM) which use them.
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Mutex JVM, POSIX, Solaris
Semaphore Smalltalk VM, POSIX, Solaris
Condition Variable | JVM, POSIX, Solaris
Reader/Writer Lock | Solaris

Channels Dis VM

Table 10: Synchronization mechanisms and their use in VMs and operating systems.

Most of these synchronization mechanisms can be simulated by the programmer with other
mechanisms (see [LB96, §5] or [Wie97]), but with a loss of e ciency. For sake of compact-
ness, it is not a good idea to provide special functions for all mechanisms in the frame-
work. If a subset of mechanisms is selected, certain VMs could be straightforwardly imple-
mented. As a solution to this dilemma, the framework provides a generic

interface that serves as an abstract synchronization mechanism. For example, when a
component wants to use a monitor it first creates an appropriate synchronizer, by calling

, which it then enters with
and are string constants.

There is still the problem, what happens if a VM component requests a synchronizer which
is not, available. However, the solution is better than having 5 or 6 additional interfaces
plus a large number of functions — which as well might not be implemented in every case.

453 e uired Thread Interface unctions

The framework provides functions for creating, spawning, exitting, suspending, resuming
and joining a thread.

In addition to that it is possible, to inquire whether the thread is currently suspended at a
GC point (garbage collection point). Garbage collection points [Age98, WG98, SLC99| are
those points in a thread where complete information about the stack content is available;
usually only certain instructions, like method calls and backward branches are GC points.
The thread interface also allows to suspend all threads (except for the calling thread) at
their next GC point. Thus, an exact garbage collection can safely be performed. The
caller stack of a thread is usually also the root for any mark sweep garbage collection.
Therefore every thread must be able to return its current top stack frame (however, this
function should only be called for suspended threads).

The problem of additional thread attributes, such as daemon status, scheduling parameters
and attached/detached state are handled by generic s. This method is
also used in the popular POSIX API [LB96|.

A complete thread interface description is listed in section 4.5.4.
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IDL IDL IDL IDL IDL IDL
Interface
Source Files

IDL-to-C Compiler
(eg, Xerox ILU C-Stubber or orbit-idl)

= Regular C Compiler

Implementations

Static or Semi-Dynamic Linking (1d)
Genuine Dynamic Linking (did)








































